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WisCONSIN LEGISLATIVE COUNCIL STAFF MEMORANDUM

One East Main Street, Suite 401; P.O. Box 2536; Madison, WI 53701-2536
Telephone: (608) 2661304
Fax: (608) 266-3830
Email: leg.council@legis.state.wi.us

et —————— e
———

DATE: June 22, 1999
TO: REPRESENTATIVE GREGG UNDERHEIM
FROM: Richard Sweet, Senior Staff Attorney

SUBJECT: Proposal Regarding Confidentiality of Health Care Information

This memorandum summarizes a proposal regarding confidentiality of health care infor-
mation collected by the Department of Health and Family Services (DHFS) under ch. 153, Stats.
The following are the changes that the proposal would make to current law:

c// 1. Under the proposal, all data obtained under ch. 153, Stats., would not be subject to
inspection, copying or receipt under the Open Records Law. Under curtent law, only patient-
identifiable data and health care provider-identifiable data are not subject to inspection, copying
or receipt under the Open Records Law. ¢ 153.50(2) RO 153.X557

4 2. One of the methods for DHFS to release data under current law is custom-designed
reports. Under the proposal, for information submitted by health care providers who arc not
hospitals or ambulatory surgery centers, requests for data elements, other than those available for
public use files, would require review and approval by a newly created Independent Review
Board (IRB) before the data elements may be released incustom-designed reports. DHFS may
release information that contains the name of a health care provider who is not a hospital or
ambulatory surgery center only if either: (a) the IRB grants approval for the release; or (b) |
DHEFS rules specify information that contains the name of such a provider that does not have to )
be reviewed and approved by the IRB prior to release. ), 153,45 (H (uwdke)

L UHRS grems culea Wt e e €0 cien Ui sarfal Ve b st oot Yo o e

v~ The IRB would consist of the following members: (a) a statistician or researcher; (b) a
medical ethicist from the University of Wisconsin or the Medical College of Wisconsin; (c) a
privacy expert; (d) a health carc purchaser; and (e) the Commissioner of Insurance or his or her
designee. The first four members would be appointed by the Governor. DHFS employes may
not be members of the IRB. The IRB would be attached administratively to DHFS and members
would serve staggered four-year terms. IRB rules must be approved by the Board on Health

Care Information. psaas( 6{) ) ! 5370




-2-

».V 3. Under the proposal, for information submitted by health care providers who are not
hospitals or ambulatory surgery centers, custom-designed reports may include the patient’s zip
code only if at least one of the following applies: (a) other potentially identifying data elements

are not released:; (b) population density is sufficient to mask patient identity; (c) other potentially .

identifying data elements are grouped to provide population density sufficient to protect identity;
* or (d) multiple years of data elements are added to protect identity. 1352 45 ()(e) ‘

\e“i ) @p‘;’g 3@/ %4. Current law provides that the identification of patients, employers or health care
«(QMJI . véf providers must be protected by all necessary means with respect to release of public use data

"»” files, including the deletion of patient identifiers and the use of calculated variables and aggre-
S Sroedt gated variables. The proposal adds that “all mecessary means” also includes: (a) the
F;a'v ' specification of counties as to residence, rather than zip codes; (b) the use of five-year categories
WA - for age, rather than exact age; (c) not releasing information regarding a patient’s race or ethnicity
AQ AT or dates of admission, discharge, procedures or visits; and (d) masking sensitive diagnoses or

co™ ;asne \procedures by use of larger diagnostic and procedure categories. '3 A YD 2

s~

)

v/'5. Under the proposal, DHFS would be required to develop, for use by purchasers of
data under ch. 153, Stats., a data use agreement that specifies data use restrictions, appropriate
use of data and penalties for misuse of data, and must notify prospective and current purchasers
of data of the appropriate uses. In addition, the proposal would require that a purchaser of data
sign and have notarized the data use agreement. 15%.50(2)(c)

- 6. The definition of “patient-identifiable data™ in current law is expanded to include the
following items, for information submitted by health care providers who are not hospitals or
_ ambulatory surgery centers: (a) whether the patient’s condition is related to employment and
occurrence and place of an auto accident or other accident; (b) the date of first symptom of
current illness, current injury or cuirent pregnancy, (c) the first date of the patient’s same or

153,50
(k)2

similar illness, if any; (d) the dates that the patient has been unable to work in his or her current |

occupation; (e) the dates of receipt by the patient of medical service; and (f) the patient’s city;

DHFS would be given authority to use calendar quarter of service, rather than date of service, iuzS

public use data files except in those instances where DHES specifies by rle that the number of
d cments included is too small to pro atient confidentiality. \53.45 (N3
B2 N o 4 : ‘
Aor information submitted by h care providers who are not hospitals or ambulatory

~ reports; and (b) the patient’s full date of birth may be used only for the purposes in s. 153.50 (4),
Stats., and subject to rules promulgated by DHES. R A

‘/ Under current law, patient-identifiable data may be released to any of the following: (a)
the patient or a person granted written permission by the patient; (b) an agent of DHFS who is
responsible for patient-identifiable data in DHFS, in order to store and ensure the accuracy of the
data: (c) a health care provider or his or her agent, in order to ensure the accuracy of the data; (d)
DHFS, for epidemiological investigations or to eliminate duplicative databases; or (c) an entity
that is required by federal or state statute to obtain the data, for epidemiological purposes or to
eliminate duplicative databases. The proposal would say that patient-identifiable data may be

- released “only” under those circumstances. Also, the first circumstance would be repealed. v
®P;153.50(H)@) |

e
W Y

\

/
v 9 surgery centers: (a) the patient’s month and year -of birth may be released in custom-designed\
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/ 7. Current law requires DHFS to remove and destroy specified data elements on the

350 uniform patient billing forms that are received by DHFS. Under the proposal, health carg =N

l . . ) —
(#x(®)  providers who are not hospitals or ambulatory surgery centers would be prohibited from submit-)' >3

(,Lﬂj

\S,),g) ting these data elements to DHFS. For hospitals and ambulatory surgery centers, Is3.56

(2 could choose not to submit them or to submit them and have DHFS remove them: () N
the proposal, the following additional items would not be submitted by health care o

who are not hospitals or ambulatory surgery centers: (a) the patient’s telephone number; 15350

insured’s employer’s name or school name; (c) all data regarding other insureds (except > (6)b)

NS

described in item 9.); (d) the patient’s employer’s or school name; (e) the patient’s relationshi
to the insured; (f) the insured’s identification number; (g) the insured’s policy or group number;
(h) the insured’s date of birth and sex; and (i) the patient’s marital, employment or student statu

/7 If providers submit any of the prohibited data clemeats, DHFS would be required to
immediately return them to the providers. If the DHFS screening fails to initially detect the
prohibited data elements, DHFS would be required to destrt()y them. (5% .50 () (d)

, A .
7 Under the proposal, health care providers subfhitting information to DHFS under ch.
153, Stats., would be immune from liability for any’harm or damages resulting from either an
béy inadvertent or negligent release of prohibited datd elements while submitting data to DHFS,
Q' would be immune from liability under s. 146.3 Stats.,[when submitting data under ch. 153,
Stats., and would be immune from liability for any harm or damages resulting from the release
of any data by DHFS. | (4G4 () o N
15 3.50(32) (k)7

v’8. Under the proposal, the patient’s accoun%ber would be destroyed by DHFS after
verification of data by DHFS and may only be used for verification. Health care providers
would be prohibited from using either of the following as a patient ac
patients Social Security number or any substantial portion thereof; or
to another patient identifying number. 153" SO (L) (e)

a number that is related

/9. Under the proposal, for information submitted by health care providers who are not
hospitals or ambulatory surgery centers, the name of the insured’s payer or other insured’s payer
7)7% o \would be converted to a DHFS payer category code by the provider prior to submission.
\57C _
¥/ 10. Under the proposal, an employer would be prohibited from requesting release of

patient-identifiable data that is specific to an employe of that employer. 153.50(7D

¢ 11. Under current law, whoever intentionally violates specified statutes or rules on
release of data collected under ch. 153, Stats., may be fined not more than $10,000, imprisoned -
for not more than nine months, or both. The proposal would increase the maximum fine to
$15,000 and the maximum imprisonment to one year. 15% A0 D

%2. Under the proposal, public use data files for information submitted by health care
providers who are not hospitals or_ambulatory surgery ceniers may include only: (a) the
patient’s county; (b) payment source, by type; (c) the patient’s age category by five-year inter-
vals up to age 80, then a category of 80 and over; (d) the patient’s procedure code; (e) the
patient’s diagnosis code; (f) charges per procedure code; (g) the name and address of the facility

where services were rendered; (h) the patient’s sex; (i) provider-specific information as specificd
52 4 (O '
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in item 2.; (j) quarterly dates of service as specified in item 6.; and (k) other information (other
than patient-identifiable data) approved by the IRB. . '

// 13. Under the proposal, the department may not sell or distribute databases, for individu-

X . . .
\b‘i‘y\ als who are health care providers, that can be linked with the public use data files, without the
approval of the IRB. v
a7 14, Under current law, the Board of Health Care Information consists of 11 members,

% % e including a record administrator and five representatives of health care providers, two of whom
("7, o must be physicians and one of whom must be a registered nurse. The proposal would require
o that the other two provider members be representatives of hospitals. Of the remaining five
XSVt dﬁrpembers, the proposal would require that at least two be employer purchasers of health care.

0/0“‘“%{ L. Al
c\y Feel free to contact me if I can be of further assistance.

RNS:all:wu;tlu;jal
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WisSCONSIN LEGISLATIVE COUNCIL STAFF MEMORAN]

One East Main Street, Suite 401; PO, Box 2536; Madison, WI 53701-2536
© % Telephone: (608) 266-1304 o E
Fax: (608) 266-3830
- Email: leg.council@legis.state.wi.us

DATE: June 22, 1999

TO: REPRESENTATIVE GREGG UNDERHEIM
FROM:  Richard Sweet, Senior Staff Attorney

SUBJECT:  Proposal Regarding Confidentiality of Health Cire Information

This memorandum summarizes a proposal regarding confidentiality of health care infor-
mation collected by the Department of Health and Family Services (DHFS) under ch. 153, Stats. .
The following are the changes that the proposal would make to current law:

1. Under the proposal, all data obtained under ch. 153, Stats.; would not be subject to
inspection, copying or receipt under the Open Records Law. Under current law, only patient-
identifiable data and health care provider-identifiable data are not subject to inspection, copying
or receipt under the Open Records Law. '

2. One of the methods for DHFS to release data under current law is custom-designed
reports. Under the proposal, for information submitted by"health care providers who are not
hospitals or ambulatory surgery centers, requests for data elements, other than those available for
public use files, would require review and approval by a newly created Indcpendent Review
Board (IRB) before the data elements may be released in custom-designed reports. DHFS may
release information that contains the name of a health care provider who is not a hospital or
ambulatory surgery center only if either: (a) the IRB grants approval for the release; or (b)
DHFS rules specify information that contains the name of such a provider that does not have to
be reviewed and approved by the IRB prior to release.

The IRB would consist of the following members: (a) a statistician or researcher; (b) a
medical ethicist from the University of Wisconsin or the Medical College of Wisconsin; (c) a
privacy expert; (d) a health care purchaser; and (e) the Commissioner of Insurance or his or her
designee. The first four members would be appointed by the Governor. DHFS employes may
not be members of the IRB. The IRB would be attached administratively to DHFS and members
would serve staggered four-year terms. IRB rules must be approved by the Board on Health

 Care Information.



Ll

: 3. Under the proposal, for infor mitted by health care providers who are not
hospitals or ambulatory surgery centers, custom-designed reports may include the patient’s zip
code only if at least one of the following applies: (a) other potentially identifying data elements
are not released; (b) population density is-sufficient to' mask patient identity; {c) other potentially
identifying data elements are grouped to provide population density sufficient to protect identity;
or (d) multiple years of data elements are added to protect identity. '

4. Current law provides that the identification of patients, employers or health care
providers must be protected by all necessary means. with. respect to.release.of public use data
files, including the deletion of patient identifiers and the use of calculated variables and aggre-
gated variables. The proposal adds that “all necessary means” also includes: (a) the
specification of counties as to residence, rather than zip codes; (b) the use of five-year categories
for age, rather than exact age; (c) not releasing information regarding a patient’s race or ethnicity
or dates of admission, discharge, procedures or visits; and (d) masking sensitive diagnoses or

procedures by use of larger diagnostic and procedure categories.

5. Under the proposal, DHFS would be required to develop, for use by purchasers of
data under ch. 153, Stats., a data use agreement that specifies data use restrictions, appropriate
use of data and penalties for misuse of data, and must notify prospective and current purchasers
of data of the appropriate uses. In addition, the propusal would require that a purchaser of data
sign and have notarized the data use agreement.

6. The definition of “patient-identifiable data” in current law is expanded to include the
following items, for information submitted by health care providers who are not hospitals or
ambulatory surgery centers: (a) whether the patient’s condition is related to employment and
occurrence and place of an auto accident or other accident; (b) the date of first symptom of
current illness, current injury or current pregnancy; (c) the first date of the patient’s same or
similar illness, if any; (d) the dates that the patient has been unable to work in his or her current
occupation: (e) the dates of receipt by the patient of medical service; and (f) the patient’s city.
DHFS would be given authority to use calendar quarter of service, rather than date of service, in
public use data files except in those instances where DHFS specifies by rule that the number of
data elements included is too small to protect patient confidentiality. :

For information submitted by health care providers who are not hospitals or ambulatory
surgery centers: (a) the patient’s month and year of birth may be released in custom-designed
reports; and (b) the patient’s full date of birth may be used only for the purposes in s. 153.50 (4),
Stats., and subject to rules promulgated by DHFS.

Under current law, patient-identifiable data may be released to any of the following: (a)
the patient or a person granted written permission by the patient; (b) an agent of DHFS who is
responsible for patient-identifiable data in DHFS, in order to store and ensure the accuracy of the
data; (c) a health carc provider or his or her agent, in order to ensure the accuracy of the data; (d)
DHFS, for epidemiological investigations or to eliminate duplicative databases; or () an entity
that is required by federal or state statute to obtain the data, for epidemiological purposes or to
climinate duplicative databases. The proposal would say that patient-identifiable data may be
released “only” under those circumstances. Also, the first circumstance would be repealed.



7. Current law requires DHFS to remove and desttoy specified data elements vn the
uniform patient billing forms that are received-by DHFS. Under the proposal, health care
providers who are not hospitals or ambulatory surgery centers would be prohibited from submit-
ting these data clemerits to DHFS. For hospitals and ambulatory surgery ‘centers, the provider
could ‘choose not to submit thém or to submit them and have DHFS remove them: Also, under
the proposal, the following additional items would not be submitted by health cate providers
who are not hospitals or ambulatory surgery centers: (a) the patient’s telephone number; (b) the
insured’s employer’s name or school name; (c) all data regarding other insureds (except as
described in item 9.); (d) the patient’s employer’s or school ‘name; (¢) the patient’s relationship
to the instired:; (f) the insured’s identification number: (g) the insured’s policy or group number;
(h) the insured’s date of birth and sex; and (i) the patient’s marital, employment or student status.

If providers submit any of the prohipited data elements, DHFS would be required to
immediately return them to the providers. If the DHFS screening fails to initially detect the
 prohibited data elements, DHFS would be required to destroy them.

Under the proposal, health care providers submitting information to DHES under ch.
153, Stats., would be immune from liability for any harm or damages resulting from either an
inadvertent or negligent release of prohibited data elements while submitting data to DHFS,
would be immuné from liability under s. 146.84, Stats., when submitting data under ch. 153,
Stats., and would be immune from liability for any harm or damages resulting from the release
of any data by DHFS.

8. Under the proposal, the patient’s account number would be destroyed by DHFS after
verification of data by DHFS and may only be used for verification. Health care providers
would be prohibited from using either of the following as a patient account number: ' (2) the
patients Social Security number or any substantial portion thereof; or (b) a number that is related
to another patient identifying number.

9. Under the proposal, for information submitted by health carc providers who are not
hospitals or ambulatory surgery centers, the name of the insured’s payer or other insured’s payer
would be converted to a DHFS payer category code by the provider prior to submission.

10. Under the proposal, an employer would be prohibited from requesting release of -
patient-identifiable data that is specific to an employe of that employer.

11. Under current law, whoever intentionally violates specified statutes or rules on
release of data collected under ch. 153, Stats., may be fined not more than $10,000, imprisoned
for not more than nine months, or both. The proposal would increase the maximum fine to
$15,000 and the maximum imprisonment to one year.

12. Under the proposal, public use data files for information submitted by health care
providers who are not hospitals or ambulatory surgery centers may include-only: (a) the
patient’s county; (b) payment source, by type; () the patient’s age category by five-year inter-
vals up to age 80, then a category of 80 and over; (d) the patient’s procedure code; (e) the
paticnt’s diagnosis code; (f) charges per procedure code; (g) the name and address of the facility
where services were rendered; (h) the patient’s sex; (i) provider-specific information as specified



in item 2.; (j) quarterly dates of service as specified in item 6.; and (k) othcr mformatlon (other
than patlent-ldenuﬁablc data) approVed by thc IRB.

13. Under the proposal, the departmant may not sell or dlsmbute databases, for mclmdu—
als who are health care provnders, that can be linked with the public use data files, without the
approval of the IRB: . ;

14. Under current law, the Board of Health Care Information cons:sts of 11 members,
including a record administrator and five representatives of health care providers, two of whom
must be physicians and one of whom must be a regxster@d nurse. The proposal would require
that the other two provider members be represenatives of hospitals. Of the remaining five
members, the proposal would require that at least two be employer purchasers of health care.

Feel free to contact me if I can be of further assistance.

RNS:all:wu;tlu;jal
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1999 BILL

AN ACT to renumber 1%3.50 (1) (a); to / tnumber and amend 153.45 (1) (b) and

153.45 (1) (c); to amend 153.50 ( ) (b) 2., 153.50 (1) (b) 8., 153.50 (1) (b) 9.,

(3) (v), 153.50 (3) (d), 15 0 (7) and 158.67 of the statutes; relating to: patient
privacy protections in ollection and dissemination of health care information

and creating a privay 'y institutional review board.

Anal/;is by the Legislative Reference Bureau

Under current JAw, the department of health and¥amily services (DHFS) must
collect, analyze and/disseminate health care informatiop, as adjusted for case mix
and severity, in lagiguage that is understandable to lay pgrsons, in order to provide
to hospitals, healgh carc providers, insurers, consumers, go ernmental agencies and
others informat#on concerning health care providers and uncympensated health care
services and irf order to provide information to assist in peer Neview for the purpose
of quality assurance. Among the information collected by DH¥'S is that contained



1999 — 2000 Legislature -2- LRB-3035/1
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BILL

on ukhiform patient billing forms, as provided by health care providers. Tg/ensure
that the identity of health care patients is protected when information obtained by
DHFS 1§ disseminated, DHFS must, among other things, remove gad destroy
specified \nformation on the uniform patient billing forms. This/information
includes the patient’s name and street address; the insured’s name} address and
telephone ndymber; any other insured’s name, employer name and déte of birth; the
signature of the patient and the insured and other authorized sighatures; and the
signature of tha physician.

Currently, RHFS must release data as standard reports, public use data files
and custom—desighed reports. However, DHFS may not releagé patient—identifiable
data exccpt to the patient or a person granted permission infwriting by the patient;
an agent of DHFS wXo is responsible for storage and ensyring the accuracy of the
DHFS’ data base; a hdalth care provider or his or her agént, to ensure accuracy of
information in the DH¥S’ data base; and staff of DHF'S, or of an entity that is
required by federal or stage statute to obtain patient—identifiable data, for purposes
of epidemiological investijation or to eliminate the néed for duplicative data bases.
(“Patient—identifiable dataX is defined to mean the patient’s medical record or chart
number, control number, datk of birth and employef’s name; the dates of the patient’s
admission, discharge and principal procedure; the encrypted case identifier; the
insured’s policy number, date of birth and idegtification number; and the federal
medicaid resubmission code and,prior authorjzation number.)

This bill increases the infoymation, r¢ceived by DHFS on uniform patient
billing forms under health care infdymation/requirements, that DHFS must remove
and destroy. The information includgs the patient’s telephone number, the insured’s
cmployer’s name or school name and\any other insured’s school name.

The bill requires DHFS to developyfor use by purchasers of health information
data collected by DHFS, a data use agr¢ément that specifies restrictions on data use,
appropriate use and penalties for misyse. {n addition, DHF'S must notify prospective
and current purchasers of data of th¢ apprdpriate uses and require data purchasers
to sign and notarize the data agregment. \

The bill enlarges the definition of “patient—identifiable data” to include, as
information that may not be released except under specified circumstances, patient
account numbers; a patient’s gchool name; thy sex of the insured; the patient’s
employment status and occyfrence and place Of accident; the date of the first
symptom of the patient’s cugfent illness, injury or\pregnancy; the first date of the
patient’s same or similar illness; dates that the patignt has been unable to work in
his or her current occupatién; and dates of receipt by the patient of medical service.

The bill prohibits DHFS from releasing under publjc use data files information
that includes less than 30 patient admissions, dischargey, procedure or visits. Also
the bill increases protgction for patients, employers and ealth care providers by
requiring that countigs of residence, rather than zip codes, bg used; requiring the use
of five—year categofries for age, rather than exact age; rohibiting release of
information about a patient’s race or ethnicity or dates of dmission, discharge,
procedures or vigits; and requiring masking of sensitive diagnosis and procedures by
use of larger diagnostic and procedure categories.
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2o40P
he'departmient.of-heatthrand-family

53.45 (1) (b) of the statutes is renumbered 153 45 (1) (b) ﬂéﬁ;ﬂbj}

(ﬂnd/ amended to read: , ‘Wﬂm e(zd a.O.,o v Muiw smwcwﬁw

153.45 (1) (b) Bty I[ Publie Jus

whieh do not permit the
identification of specific patients, employers or health care providers, as defined b

Tl deetmn of patient 1dent1ﬁers@’__lo ' A1 "\

SECTION 3. 153. 45“&) (b) 3. of the statutesis ¢reated to read: |

‘\\
o,
S

codes. /
SECTION 4. 153.45 (1) (b) 4. of the},b tutes is created to read:

153.45 (1) (b) 4. The use of 5 year categonise\s for age, rather than exact age.

153.45 (1) (b) 3. The spec}ﬁcatlon of counties airo/rQsMe, rather than zip

SECTION 5. 153.45 (1(b) 5. of the statutes is ¢reated to read:
153.45 (1) Qy)%:;: releasing information c;;?:e ing a patient’s race or
ethnicity gyfées of admission, discharge, procedures ort\:rii\f\s}\

//SéTION 6. 153.45 (1) (b) 6. of the statutes is created to read:

153.45 (1) (b) 6. Masking sensitive diagnoses and procedures by usesf larger
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SECTION 7

1999 — 2000 Legislature

BILL & C Qo incio duis
29%0 { 42 O

153.45 (1) (c) (intro.) Custom—designed repdrts containing portions of the data

available for public use data‘files under par. (b)fequire review and approval by the |/

3

@) under par. (b).{ Requests under this paragraph for data elements other than those

6 orivacy institutional review board before the data elements may be released. &‘ "fiﬂ]
7

Reports under this paragraph méa ilude the patient’s zip code only if at least one

e s

8 of the following applies: | M%me St 1 h
/ Graot fans Hhad g ons
() g{w 153.45 (1) () 1.To 4. of
S
10 2 > 153.45 (1) (c) 1. Other potentially identifying data elements are not released.
11 2. Population density is sufficient to mask patient identity.
12 3. Other potentially identifying data elements are grouped to provide

) Vv’

13 population density sufficient to protect identi " 2238 Sz 32.
- 4. Multiple years of data glgnents are added to protect identity.
INSERY 5 - Iy \/
T J SECTION 53.50 (1) (a) of the statutes is renumbered 153.01 (2m).

Patient control or account number.

17 WoBANAVYS,
18 - DN B 0 b W) Ver
19 | 158.50-C1TD) @m date-ofbizth age category
EC 50, . €s1i » ende
21 Wﬁ;i.ent’s employer’s name or school name.
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DAK:jlg&cmh:jf
BILL . SECTION 14
pohithen g paliatls
S_conditonis s ()
1 g related to employmeniﬁ occurrence and
2 place of an auto accident or other accident.
: 157 of the i ed :
% <
4 : NDate of first symptom of current illness, of current injury or
5 of current pregnancy.
6%?}9}:4.&,\1_5_&,5 i :
7 i—émﬂ—)’(’ﬁ)%( Flrst date of patient’s same or similar illness, if any.
8 50 (1) (b)
@ 1583804 % @;es that the patient has been unable to work i
10 occupation.

—13~—""""""SECTION 19. 153.50 (3) (b) 1. of the statutes is amended to read:
14 153.50 (3) (b) o

atient’s name and , street address and telephone number.
15 SECTION 20. 153.50 (3) (b) 2: s-is amended to read:

ddress and, telephone number and

117 employver’s name or schMI/ngmg.
/

18 SEcTION21. 153.50 (3) (b) 3. of the statutes is amende read:
:‘ 19 53.50 (8) (b) 3. Any other insured’s name, empleyer—name—and date of birth
‘@Am loyer’s name or school name. 9 5%0)
wgb“*‘d SEcTION 2 153.50 (3) (c) of the statutes is created to read:
22 153.50 (3) (c) Develop, for use by purchasers of data under this chapter, a data
23 use agreement that specifies data use restrictions, appropriate uses of data and
24 penalties for misuse of data, and notify prospective and current purchasers of data

25 of the appropriate uses.
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BILL SECTION 23
1 SECTION %53.50 (3) (d) of the st es is created to read:

/ 2 153.50 (8) (d) Requirert. a purchaser of datg under this chapter sign and have

,/_—_3,—\ notarized the data use’agreement of the department specified in par. (c). y
(“\)6 oo tasio A \s%.\;o@»\(m !

(Wiep )2

alr - u’\ -
.50 (7) INFORMATION REQUESTS w PED. loyer maay \V
;)/ quest reledse of‘patient—identifiable data undex/&ub. G 4t is specific to gn
1 employe of the’employer. 22%3 ~ \/
(NSERT 1-1) :
4 SEcTION 153.67 of the statutes is created to read:

13 153.67 Privacy institutional review board. The privacy institutional

14 review board shall review any request under s. 153.45 (1) (c) for data elements other

15 than those available for public use data files under s. 153.45 (1) (b). Unless the

16 privacy institutional review board approves such a request, the data elements
P
17 requested may not be released. a2 oo K :
[fosees 11T Y ’
SECTION 2%/ 153.90 (1) of the statutes is amended to read:
19 153.90 (1) Whoever intentionally violates s. 153.45 (5) or 153.50 or rules

20 promulgated under s. 153.75 (1) (a) may be fined not more than $10,000 $15,000 or

21 imprisoned for not more than 9-menths one year or both. 7, Vv

22 N ENDY N\

e oy et Ve weasd
T:H:?OLSL \Slb)wb' At % .
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‘ L 6D5 -
“ Section ﬁ95 (6) of the statutes is amended to read:

15.195 (6) BOARD ON HEALTH CARE INFORMATION. There is created a board on health care informa-
tion which is attached to the department of health and family services unders. 15.03. The board shall
consist of 11 members, one of whom shall be a record administrator, registered by the American

v [
Medical Record Associations-eaé{5 of whom shall be or represent health care providers, including

onc registered nurse, licensed under s. 441.06, and 2 physicians, as defined in s. 448.01 (5)” The
State Medical Society of Wisconsin may recommend board membership for 5 physicians, one of
whom the governor shall appoint. The members shall be appointed for 4-year terms.

gistory: 1971 c. 219; 1977 ¢. 29 5. 1650m (2); 1977 c. 273; 1983 a. 27; 1983 a. 109 ss. 1, 3; 1985 a. 56; 1987 a. 599;
1989 a. 102, 107; 1991 a. 250; 1993 a. 16, 168, 184, 233; 1995 a. 27 ss. 138, 139, 9126 (19); 1995 a. 225, 305; 1997
a. 27 ss. 60e to 61, 93; 1997 a. 231.
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\* Section %\i46.84 (3) of the statutes is amended to read:

238 )¢

146.84 (3) DISCIPLINE OF EMPLOYES. Any person employed by the state, any political subdivision
of the state who violates s. 146.82 or 146.83 may\be discharged or suspended without pay. “. v~
o L At O
, .Y QJL)&J' o W QA_/_S_J\_JE__’U“
kab e i Mayw, %.Igs.}llo(QBC&))

®

History: 1991 a. 39; 1993 a. 445.

(/ ;FF,POLESQ_, M-{O)Mbl%‘. W%QMWMJ—:

kenneda(Irbunx12) Fri-Jun-25-1999  3:16 pm



Ty

STATE OF WISCONSIN - LEGISLATIVE REFERENCE BUREAU - LEGAL SECTION }P
(608-266-3561)

/

A
Decrion) 2280¢. 0@, 15245 () ([B) 2.

153 45(NB) R, Fev ku%.fw‘mm L ot Lo sng

\VA

- N
\yuxc Ant o4 cons (?A@-QMW&MM o Whan Yo napdisdoSdo-n

¢

6M%MAQJ CM;L,@_J; \AJ’D_MJ.\-—QAC:/ gt DT 4;L&:Q_L,<.J ot

@M l W or oot coa s i

Q ,}
G0 W@& %Mﬁ W& (»@ Thr
MJM S idenTiguealien ) pationts

W&J\f»@ oo Inted T, cane YVGWM =2kt b

@/\I«Ucﬂé) \/.L;é adl Necan MJJ\‘ VAL O ke da s

40 D00 T 0 poliout ;c&,m‘\g.;ug’-% at % Cal el aTed

Varedi oo o d &\Sc.@.a Z}a:(g.ci U&MW ; o A_Jg.kue‘luckﬂm

O\}‘} Cobvtaia X b0 ) o “L'(} w‘\wﬁw;acg-mw l Qo e o ‘*@away} AAe

OGN

Lodoo . «LQ@_ ae §7) \LS'”LM&M C“,&j:;.QM»Lj»Q Lf\- SN L y ﬂ&:—&.ﬁw
> 3) o S U S

Hroom o xack cmé: 3 ey a&,hw% Cm%mamn:[:&;w\

WQMW O (m:m;‘?}.m:k”'b ACE N o It e O

\

SoTia N o &Www ) Aunthaon g | QQAD L dornge s \ \
D ~ 0 \\



(") S Y-ad ol 7>
STATE OF WISCONSIN - LEGISLATIVE REFERENCE BUREAU - LEGAL SECTION
(608-266-3561)

\Iu;io 5 ML‘& V\/\W«wif\; mm aha-zo;&mzwy M_Q ‘)S\/LOCJQQM/ULQ

(yuéu.,e—»& é’\% ,QM%»Y: a.,;\a.‘e@u«.%:t«‘,w 5.4,«9 gpwmd»w gm‘qw«;@o-

Q

/Pwp!,,»;,'w N T (%JJL;A ondiaa M7, su,.lgw VAR 02A

LuXirela uq&) {6 a\géa_, O Mg\ o~ ¢ &.Q‘M Y

Y

C\GO \\Q,uxﬁsm o0 Aon .

a. Do, Gmlw ‘s 6/‘\/1130& deias coda

e . Jhs gm ‘s A\A&%Wic cod

Q, Q—Q}\M&,éﬂ WL& \,quE« HMX"‘LL&“ \lﬂ ._atﬁu._a

o cediune Cande

A q;b-ﬁmmm,&.w oird od dntex J\J:@U\ LAC&QD&‘

~ , potaand " a » v 3

N W%W/%WMLM watne Nondaaad.

I\o

e Db X)J;»oﬂwﬁ‘ 's s

.\




L
: IS o -2 (() 3
STATE OF WISCONSIN - LEGISLATIVE REFERENCE BUREAU - LEGAL SECTION

(608-266-3561)

(g‘,:.' Dftreno Lo Hrodt c_b»\d‘o..,-..u;q +o. nowus D\UAW caas.
AY . "

W&J:- Mank Lo ot o~ _ﬂms@khxi mwu_h}%

wnder Lobcl $he galie Tl ona | (o) boand

:)r Omow.&am G\W d‘b W{;JL_,

<o Sefessration othon thou @Mf;w

RaLor oo Al TJ_ZCQ e 5.0 153.80 (I) Clo,), oA Wﬁ
3 T 7 L

b Wau&, Wmm-g e erd boand .




STATE OF WISCONSIN - LEGISLATIVE REFERENCE BUREAU - LEGAL SECTION
(6UB-266-3561)

i

(NSERT A -a4~eonL

pd

Cecvion) 22%d. ¢ ey | 5‘%-4 =N (\\) (b\, 3.

Tk ppahla & ude Sata m
: -

15’5'45‘(\3(5\3:‘ :qu. u..adJXAU ou‘Q‘!JAAQ.A (iVMw J\J)

Wm\ noddiea, o Aot Pb SeauMCe M&L{J‘ Laadl o

voda. D et j@uw, YUV PPN J\D dodee _oloimonts L,;kcﬁqwaﬁd&

& \ob 2redt dn cunalile :xjm.,bﬂ'w;m,[}) ebaw

FENVY Fis W Lﬁ‘;& .




STATE OF WISCONSIN - LEGISLATIVE REFERENCE BUREAU - LEGAL SECTION
(608-266-3561)

OnseeT -6 |

M MWWJLW%MW Da\«ﬁajﬂ-aw

Kv\ywmu&ﬂﬁ-» Yok L,,g \Mq‘i“ o~ »ﬂkﬂsfﬁ;ﬁ.cﬁj\ er Ma}w

\.

0N, é Y Mé‘ AN e W\.,o_%\ {)JL Mhaﬂmmé Wé .;n;.,ag 7-1&.3_.

Wﬂ MCQ

xt,@mm}g LMJ}“I mim& nfw bc:m/w&
a

dasssismi i

oppasged) bt Aalaoel. o4 s o &L@M
T

Warﬁ’ﬂ VW ot :ﬁt(mu-‘«i R Caxmn o oM et g

,C>
|

VST YIUES WYY N~ VY ((%,Wawx md (eine) boand

MAMWMQWMALLJQALWW:




[NseErRA S-\Y g -
STATE OF WISCONSIN = ATIVE REFERENCE BUREAU - LEGAL SECTION

(608-266-3561)

v
oA
A

2
%L-?C.rﬁoﬂ }?.\ ce 153 s (b \

V53. 4 5 (&) T dapailuwend wany ot setl v

ATt ST AaTa oo ™ W&“;“‘“ ot o e

\ §

o msuid s who ans et hospials oo Mm.,wﬁﬂ‘l«c«%

QMAM OMM’T&H" Oone oole Yo 0o opdee & vol

FMLJL\ e uat Soto WMM L AAAA L go {iquJ“ Oijw:g

v 1 ’
, aﬁ%&x._%

Lfaf(\\\;\ M&M“mvd rrsi boand .




e

[ (WSEeeT s-w’J

v
9_9-@0303 ol \S 850 O\Qﬂ )l)a.u\_&,
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153.50 (1) (b)[;intro.) “Patient—identifiable data”/medns all of the following data elements:

Scction #/153.50 (1) (b)‘w of the statutcs iszamcndcd to rcad:

History: 1987 a. 399; 1989 a. 18; 1993 a. 16; 1995 a. 27 5. 9176 (19); 1997 a. 27, 231.
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Soctionﬁ .50 (2) of the statutes is drifBdedrbrRrds %\M,Q_LJ :

fsory: 1987 a. 399; 1989 a. 18; 1993 a. 16,1995 a. 27 s. 9126 (19); 1997 a. 27, 231.
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Section @ .55 of the statutcs is amended to read:

AT

153. §;Br6tectlon of healthreare previder confidentiality.
Kiﬁtamed under this chapter is not subject to inspection, copying or receipt under s. 19.35 (1) v

History: 1997 a. 231.
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Section # 153.50 (5) (b) 3. of the statutes is amended to read:

153.50 (5) (b) 3. For a person who believes that he or she is authorized under sub. (4}, the action

provided under s. 19.37. ) ’

History: 1987 a. 399; 1989 a. 18; 1993 a. 16; 1995 a. 27 s. 9126 (19); 1997 a. 27, 231.
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Scction :4’653.50 (5) (a) (intro.) of the statutes is amended to read:

153.50 (5) (a) (intro.) The department may not release or provide access to patient-identifiable
data to a person authorized under sub. (4) (a‘“%ci—(dier—(eé unless the authorized person requests
the department, in writing, to release the patient—identifiable data. The request shall include all of
the following:

History: 1987 a. 399; 1980 a. 18; 1993 a. 16; 1995 a. 27 s. 9126 (19); 1997 a. 27, 231.

kenneda(lrbunx12) Fri-Jun-25-1999  5:59 pm
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Section ﬁ?}.SO (5) (a) 3. of the statutcs is amcended to rcad:

v Y
153.50 (5) (a) 3. For a person who is authorized under sub. (4) (a);€e}ertd)to receive or have

access to patient—identifiable data, evidence, in writing, that indicates that authorization. ( t >

History: 1987 a. 339; 19%’@6’%3 a. S. gggg; '199% Q ?O KX , . =
== .’\7@3(, NTO0, Lwe a*):é&%exd‘livu, wnael™ !

kenneda(Irbunx12) Fri-Jun-25-1999  6:00 pm
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DRAFTER’'S NOTE LRBb1143/1dn
FROM THE DAK:kmg:ijs
LEGISLATIVE REFERENCE BUREAU

June 26, 1999

I have not drafted that part of item no. 7 of the memorandum of June 22, 1999, from
Dick Sweet that proposes immunity from liability under s. 146.84 for harm or damages
resulting from the release of data by DHFS, because under s. 146.82 (2) (a) 5. health
care providers are required to submit patient information in response to a legally
authorized state agency request; therefore, the immunity is inapplicable. Further, I
drafted the immunity for inadvertent or negligent release to apply only to s. 146.84(3),
because other prohibitions in s. 146.84 apply only to knowing and wilful release.

Debora A. Kennedy
Managing Attorney
Phone: (608) 266—0137
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ARC...... Kratochwill — #—, Confidentiality of health care information
FoR 1999-01 BUDGET — NOT READY FOR INTRODUCTION
CAUCUS AMENDMENT
TO ASSEMBLY SUBSTITUTE AMENDMENT 1,
TO 1999 ASSEMBLY BILL 133

1 At the locations indicated, amend the substitute amendment as follows:

1. Page 24, line 9: after that line insert:

2

@ “SECTION 3gz 15.195 (6) of the statutes is amended to read:
4 15.195 (6) BOARD ON HEALTH CARE INFORMATION. There is created a board on
5 health care information which is attached to the department of health and family
6 services under s. 15.08. The board shall consist of 11 members, one of whom shall
7 be a record administrator, registered by the American Medical Record Association;

and; 5 of whom shall be or represent health care providers, including one registered

8
9 nurse, licensed under s. 441.06, and 2 physicians, as defined in s. 448.01 (5); 2 of
10 whom shall represent hospitals, as defined in s. 50.33 (2); and at least 2 of whom shall



[V

2]

© 00 9 &

10
11
12
13
14

15

16

@)

18
19
20

21

22
23

1999 — 2000 Legislature -2 Dﬂ%ﬁlﬂgj’;

be employer purchasers of health care. The State Medical Society of Wisconsin may
recommend board membership for 5 physicians, one of whom the governor shall
appoint. The members shall be appointed for 4—year terms.

SECTION 30r. 15.195 (9) of the statutes is created to read:

15.195 (9) PRIVACY INSTITUTIONAL REVIEW BOARD. There is created a privacy
institutional review board that is attached to the department of health and family
services under s. 15.03. The board may not include an employe of the department
of health and family services and shall consist of the commissioner of insurance or
his or her designee and the following members appointed for 4—year terms:

(a) A statistician or researcher.

(b) A medical ethicist of the University of Wisconsin System or the Medical
College of Wisconsin.

(¢) An expert in issues relating to privacy.

(d) A purchaser of health care.”.

2. Page 1158, line 11: after that line insert:

“SECTION 2251r. 146.84 (3) of the statutes is amended to read: o

146.84 (8) DISCIPLINE OF EMPLOYES. Any person employed by the state; any
political subdivision of the state who violates s. 146.82 or 146.83, except a health care
provider that negligently violates s. 153.50 (6) (c), may be discharged or suspended
without pay.”.

3. Page 1170, line 18: after that line insert:

“SECTION 2280b. 153.45 (1) (b) of the statutes is renumbered 153.45 (1) (b) 1.

and amended to read:
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153.45 (1) (b) 1. Publie For information that is submitted by hospitals or
ambulatory surgery centers, public use data files which that do not permit the
identification of specific patients, employers or health care providers, as defined by
rules promulgated by the department. The identification of these-groeups patients,

employers or health care providers shall be protected by all necessary mecans,

including the deletion of patient identifiers and the use of calculated variables and

W .
aggregated variables. M Dum,KuI‘ ofa m

SECTION 2280c. 153.45 ygyy(mﬁ,f the statutes is created to read:

153.45 (1) (bLZ/F(()’;J,i;formation that is submitted by health care providers
other than afibulatory surgery centers, public use data files that do not permit the
identification of specific patients, employers or health care providers, as defined by
rules promulgated by the department. The identification of patients, employers or
health care providers shall be protected by all necessary means, including the
deletion of patient identifiers; the use of calculated variables and aggregated
variables; the specification of counties as to residence, rather than zip codes; the use
of 5—year categories for age, rather than exact age; not releasing information
concerning a patient’s race or ethnicity or dates of admission, discharge, procedures
or visits; and masking sensitive diégnoses and procedures by use of larger diagnostic
and procedure categories. Public use data files under this subdivision may include
only the following:

a. The patient’s county of residence.

b. The payment source, by type.

c. The patient’s age category, by 5—year intervals up to age 80 and a category
of 80 years or older.

d. The patient’s procedure code.
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e. The patient’s diagnosis code.

f. Charges assessed with respect to the procedure code.

g. The name and address of the facility in which the patient’s services were
rendered. |

h. The patient’s sex.

i. Information that contains the name of a health care provider that is not a
hospital or ambulatory surgery center, if the privacy institutional review board first
reviews and approves the release or if the department promulgates rules that specify
circumstances under which the privacy institutional review board need not review
and approve the release.

j- Calendar quarters of service.

k. Information other than patient—identifiable data, as defined in s. 153.50 (1)
(b), as approved by the privacy institutional review board. |

SECTION 2280d. 153.45 (1) (b) 3. of the statutes is created to read:

G i)
153.45 (1) (b) 3. Phigus@ifr public use data files of talendar quarters of service,

rather than date of service, except uhwe

specifies by rule that the number of data elements included is too small to enable
protection of patient confidentiality. v
SECTION 2280e. 153.45 (1) (¢) of the statutes is renumbered 153.45 (1) (c)
(intro.) and amended to read:
153.45 (1) (c) (intro.) Custom—designed reports containing portions of the data
under par. (b). Of information submitted by health care providers that are not

hospitals or ambulatory surgery centers, requests under this paragraph for data
elements other than those available for public use data files under par. () 2.,

including the patient’s month and year of birth, require review and approval by the

4t (the department (;
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privacy institutional review board before the data elements may be released.
Information that contains the name of a health care provider that is not a hospital

or ambulatory sur centerm released only if the privacy institutional review

board first reviews and approves the release or if the department promulgates rules
that specify circumstances under which the privacy institutional review board need
not review and approve the release. Reports under this paragraph may include the

patient’s zip code only if at least one of the following applies:
SECTION 2280f. 153.45 (1) (c) 1. to 4. of the statutes are created to read:

153.45 (1) (¢) 1. Other potentially identifying data elements are not released.

2. Population density is sufficient to mask patient identity.

3. Other potentially identifying data elements are grouped to provide
population density sufficient to protect identity.

4. Multiple years of data elements are added to protect identity.

SECTION 2280g. 153.45 (6) of the statutes is created to read:

153.45 (6) The department may not sell or distribute data bases of information,
from health care providers who are not hospitals or ambulatory surgery centers, that
are able to be linked with public use data files, unless first approved by the privacy
institutional review board.

SECTION 2280ge. 153.50 (1) (a) of the statutes is renumbered 153.01 (2m).

SECTION 2280gg. 153.50 (1) (b) of the statutes is renumbered 153.50 (1) (b) 1.,
and 153.50 (1) (b) 1. (intro.), b., c., i. and j., as renumbered, are amended to read:

153.50 (1) (b) 1. (intro.) “Patient—identifiable data”, for information submitted
by hospitals and ambulatory surgery centers, means all of the following data
elements: ‘

b. Patient control or account number.
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c. Patient date-efbirth age category.

i. Patient’s employer’s name or school name.

j- Insured’s sex and date of birth.

SECTION 2280gm. 153.50 (1) (b) 2. of the statutes is created to read:

153.50 (1) (b) 2. “Patient—identifiable data”, for information submitted by
health care providers who are not hospitals or ambulatory surgery centers, means
all of the following data elements:

a. Data elements specified in subd. 1. a. to g.

b. Whether the patient’s condition is related to employment, and occurrence
and place of an auto accident or other accident.

c. Date of first symptom of current illness, of current injury or of current
pregnancy.

d. First date of patient’s same or similar illness, if any.

e. Dates that the patient has been unable to work in his or her current
occupation.

f. Dates of receipt by patient of medical service.

g. The patient’s city, town or village.

SECTION 2280h. 153.50 (2) of the statutes is repealed.

SECTION 2280i. 153.50 (3) (b) 7. of the statutes is created to read:

153.50 (3) (b) 7. The patient’s account number, after use only as verification of
data by the department.

SECTION 2280j. 153.50 (3) (c) of the statutes is created to read:

153.50 (3) (¢) Develop, for use by purchasers of data under this chapter, a data

use agreement that specifies data use restrictions, appropriate uses of data and
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penalties for misuse of data, and notify prospective and current purchasers of data
of the appropriate uses.

SEcTION 2280k. 153.50 (3) (d) of the statutes is created to read:

153.50 (8) (d) Require that a purchaser of data under this chapter sign and have
notarized the data use agreement of the department specified in par. (c).

SEcCTION 2280km. 153.50 (3m) of the statutes is created to read:

153.50 (3m) HEALTHCARE PROVIDER MEASURES TO ENSURE PATIENT IDENTITY
PROTECTION. A health care provider that is not a hospital or ambulatory surgery
center shall, before submitting information required by the department under this
chapter, convert to a payer category code as specified by the department any names
of an insured’s payer or other insured’s payer.

SECTION 2280kp. 153.50 (4) (intro.) of the statutes is renumbered 153.50 (4)
(a) (intro.) and amended to read:

153.50 (4) (a) (intro.) Under Except as specified in par. (b), under the
procedures specified in sub. (5), release of patient—identifiable data may be made
only to any of the following:

SECTION 2280kq. 153.50 (4) (a) of the statutes is repealed.

SECTION 2280kr. 153.50 (4) (b) to (e) of the statutes are renumbered 153.50 (4)
(a) 1. to 4.

SECTION 2280ks. 153.50 (4) (b) of the statutes is created to read:

153.50 (4) (b) Of information submitted by health care providers that are not
hospitals or ambulatory surgery centers, patient—identifiable data that contains a
patient’s date of birth may be released under this subsection only under
circumstances as specified by rule by the department.

SECTION 2280ku. 153.50 (5) (a) (intro.) of the statutes is amended to read:
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153.50 (5) (a) (intro.) The department may not release or provide access to
patient—identifiable data to a person authorized under sub. (4) (a);{e);(d)or-(e)
unless the authorized person requests the department, in writing, to release the
patient—identifiable data. The request shall include all of the following:

SEcTION 2280kv. 153.50 (5) (a) 3. of the statutes is amended to read:

153.50 (5) (a) 3. For a person who is authorized under sub. (4) (a);{e)}-or(d) to
receive or have access to patient—identifiable data, evidence, in writing, that
indicates that authorization.

SECTION 2280kx. 153.50 (5) (b) 3. of the statutes is amended to read:

153.50 (5) (b) 3. For a person who believes that he or she is authorized under
sub. (4) (a), the action provided under s. 19.37.”.

4. Page 1170, line 22: after that line insert:

“SECTION 2280p. 153.50 (6) of the statutes is renumbered 153.50 (6) (a).

SECTION 2280q. 153.50 (6) (b), (c), (d) and (e) of the statutes are created toread:

153.50 (6) (b) The department may not require under this chapter a health care
provider that is a hospital or ambulatory surgery center to submit uniform patient

billing forms.
(¢) A health care provider that is not a hospital or ambulatory surgery center

may not submit any of the following to the department under the requirements of
this chapter:

1. The data elements specified under sub. (3) (b).

2. The patient’s telephone number.

3. The insured’s employer’s name or school name.
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4. Data regarding insureds other than the patient, other than the name of the
insured’s payer or other insured’s payer.

5. The patient’s employer’s name or school name.

6. The patient’s relationship to the insured.

7. The insured’s identification number.

8. The insured’s policy or group number.

9. The insured’s date of birth or sex.

10. The patient’s marital, employment or student status.

(d) If a health care provider that is not a hospital or ambulatory surgery center
submits a data element that is specified in par. (c) 1. to 10., the department shall
immediately return this information to the health care provider or, if discovered
later, shall remove and destroy the information.

(e) A health care provider may not submit information that uses any of the
following as a patient account number:

1. The patient’s social security number or any substantial portion of the
patient’s social security number.

2. A number that is related to another patient identifying number.

SECTION 2280r. 153.55 of the statutes is amended to read:

1538.55 Protection of health-care-provider confidentiality. Health-care
provider—identifiable-data Data obtained under this chapter is not subject to

inspection, copying or receipt under s. 19.35 (1).”.

9. Page 1172, line 14: after that line insert:

“SECTION 2283g. 153.67 of the statutes is created to read:
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153.67 Privacy institutional review board. The privacy institutional
review board shall review any request under s. 153.45 (1) (c) for data elements other
than those avéilable for public use data files under s. 153.45 (1) (b). Unless the
privacy institutional review board approves such a request, the data elements
requested may not be released.

SEcTION 2283h. 153.76 of the statutes is created to read:

153.76 Rule-making by the privacy institutional review board.
Notwithstanding s. 15.01 (1r), the privacy institutional review board may
promulgate only those rules that are first reviewed and approved by the board on
health care information.

SECTION 2283k. 153.90 (1) of the statutes is amended to read:

153.90 (1) Whoever intentionally violates s. 153;45 (5) or 153.50 or rules
promulgated under s. 153.75 (1) (a) may be fined not more than $10,000 $15,000 or

imprisoned for not more than 9-menths one year or both.”.

6. Page 1526, line 5: after that line insert:

“(12x)  INITIAL APPOINTMENTS OF PRIVACY INSTITUTIONAL REVIEW BOARD.
Notwithstanding the length of terms specified in section 15.195 (9) (intro.) of the
statutes, as created by this act, the initial members of the privacy institutional
review board shall be appointed by the first day of the 4th month beginning after the
effective date of this subsection for the following terms:

(a) The purchaser of health care, for a term expiring on May 1, 200&./ !
for 4 térm jexpiring on May 1, 200{/ 3 5~

»

(¢) The statistician or résearcher, for a term expiring on May 1, 2004.”.

(b) The medical ethicis

(END)
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SECTION 2. 153.50 (5) (a) 4. (intro.) of the statutes is amended to read:

153.50 (5) (a) 4. (intro.) For an entity that is authorized under sub. (4) e) (a)

4. to receive or have access to patient—identifiable data, evidence, in writing, of all

of the following:

History: 1987 a. 399; 1989 a. 18; 1993 a. 16; 1995 a. 27 5. 9126 (19); 1997 a. 27, 231.



[uy

© W 1 o6 Ot s W W

ok
o

State of Wisconsin
1999 - 2000 LEGISLATURE LRBb1143/2
DAK:kmg:jf

ARC: ...... Kratochwill — #—, Conﬁdentié’lity of health care information
FOR 1999-01 BUDGET — NOT READY FOR INTRODUCTION
CAUCUS AMENDMENT
TO ASSEMBLY SUBSTITUTE AMENDMENT 1,
TO 1999 ASSEMBLY BILL 133

At the locations indicated, amend the substitute amendment as follows:

1. Page 24, line 9: after that line insert:

“SECTION 3g. 15.195 (6) of the statutes is amended to read:

15.195 (6) BOARD ON HEALTH CARE INFORMATION. There is created a board on
health care information which is attached to the department of health and family
services under s. 15.03. The board shall consist of 11 members, one of whom shall
be a record administrator, registered by the American Medical Record Association;
and; 5 of whom shall be or represent health care providers, including one registered

nurse, licensed under s. 441.06, and 2 physicians, as defined in s. 448.01 (5);2 of

whom shall represent hospitals. as defined in s, 50.33 (2); and at least 2 of whom shall
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be employer purchasers of health care. The State Medical Society of Wisconsin may
recommend board membership for 5 physicians, one of whom the governor shall
appoint. The members shall be appointed for 4-year terms.

SECTION 30r. 15.195 (9) of the statutes is created to read:

15.195 (9) PRIVACY INSTITUTIONAL REVIEW BOARD. There is created a privacy
institutional review board that is attached to the department of health and family
services under s. 15.03. The board may not include an employe of the department
of health and family services and shall consist of the commiésioner of insurance or
his or her designee and the following members appointed for 4-year terms:

(a) A statistician or researcher.

(b) A medical ethicist of the University of Wisconsin System or the Medical
College of Wisconsin.

(¢) An expertin issues relating to privacy.

(d) A purchaser of health care.”.

2. Page 1158, line 11: after that line insert:

“SECTION 2251r, 146.84 (3) of the statutes is amended to read:

146.84 (3) DISCIPLINE OF EMPLOYES. Any person employed by the state; or any

political subdivision of the state who violates s. 146.82 or 146.83, except a health care
provider that negligently violates s. 153.50 (6) (c), may be discharged or suspended
without pay.”.

3. Page 1170, line 18: after that line insert:

“SECTION 2280b. 153.45 (1) (b) of the statutes is renumbered 153.45 (1) (b) 1.

and amended to read: »



@ 3 O Ot = W

©

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

1999 — 2000 Legislature -3- %&BK":}{?;;%

153.45 (1) (b) 1. 'Publie For information that is submitted by hospitals or
ambulatory surgery centers, public use data files which that do not permit the

identification of specific patients, employers or health care providers, as defined by
rules promulgated by the department. The identification of these-groups patients,
employers or health care providers shall be protected by all necessary means,

including the deletion of patient identifiers and the use of calculated variables and

" aggregated variables.

SEcTION 2280c. 153.45 (1) (b) 2. of the statutes is created to read:

153.45 (1) (b) 2. For information that is submitted by health care providers
other than hospitals or ambulatory surgery centers, public use data files that do not
permit the identification of specific patients, employers or health care providers, as
defined by rules promulgated by the department. The identification of patients,
employers or health care providers shall be protected by all necessary means,
including the deletion of patient identifiers; the use of calculated variables and
aggregated variables; the specification of counties as to residence, rather than zip
codes; the use of 5—year categories for age, rather than exact age; not releasing
information concerning a patient’s race or ethnicity or dates of admission, discharge,
procedures or visits; and masking sensitive diagnoses and procedures by use of
larger diagnostic and procedﬁre categories. Public use data files under this
subdivision may include only the following:

a. The patient’s county of residence.

b. The payment source, by type.

c. The patient’s age category, by 5-year intervals up to age 80 and a category
of 80 years or older.

d. The patient’s procedure code.
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e. The patient’s diagnosis code.

f. Charges assessed with respect to the procedure code.

g. The name and address of the facility in which the patient’s services were
rendered.

h. The patient’s sex.

i. Information that contains the name of a health care provider that is not a
hospital or ambulatory surgery center, if the privacy institutional review board first
reviews and approves the release or if the department promulgates rules that specify
circumstances under which the privacy institutional review board need not review
and approve the release.

j. Calendar quarters of service.

k. Information other than patient—identifiable data, as defined in s. 153.50 (1)
(b), as approved by the privacy institutional review board.

SecTION 2280d. 153.45 (1) (b) 8. of the statutes is created to read:

153.45 (1) (b) 3. Public use data files that specify calendar quarters of service,
rather than date of service, except if the department specifies by rule that the
number of data elements included in the public use data file is too small to enable
protection of patient confidentiality.

SECTION 2280e. 153.45 (1) (c) of the statutes is renumbered 153.45 (1) (c)

(intro.) and amended to read:

153.45 (1) (c) (intro.) Custom—designed reports containing portions of the data
under par. (b). Of information submitted by health care providers that are not

hospitals or ambulatory surgery centers, requests under this para h for data

elements other than those available for public use data files under par. (b) 2.,
including the patient’s month and vear of birth, reg'uire review and approval by the



Gt W W N

© o <21 O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

_ : e LRBb1143/2
1999 — 2000 Legislature 5 DAK kmg:if

privacy institutional review board before the data elements may be released.
Information that contains the name of a health care provider that is not a hospital
or ambulatory surgery center may be released only if the privacy institutional review
board first reviews and approves the release or if the department promulgates rules
that specify circumstances under which the privacy institutional review board need
not review and approve the release. Reports under this paragraph may include the

atient’s zip code only if at least one of the followin lies:

SECTION 2280f. 153.45 (1) (c) 1. to 4. of the statutes are created to read:

153.45 (1) (¢) 1. Other potentially identifying data elements are not released;

2. Population density is sufficient to mask patient identity.

3. Other potentially identifying data elements are grouped to provide
population density sufficient to protect identity.

4. Multiple years of data elements are added to protect identity.

SECTION 2280g. 153.45 (8) of the statutes is created to read:

153.45 (6) The department may not sell or distribute data bases of information,
from health care providers who are not hospitals or ambulatory surgery centers, that
are able to be linked with public use data files, unless first approved by the privacy

institutional review board.

SECTION 2280ge. 153.50 (1) () of the statutes is renumbered 153.01 (2m).

SEcTION 2280gg. 153.50 (1) (b) of the statutes is renumbered 153.50 (1) (b) 1.,
and 153.50 (1) (b) 1. (intro.), b, c., i. and j., as renumbered, are amended to read:

153.50 (1) (b) 1. (intro.) “Patient—identifiable data”, for informalion submitted
by hospitals and ambulatory surgery centers, means all of the following data

elements:

b. Patient control or account number.
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c. Patient date-ofbirth age category,

i. Patient’s employer’s name or school name.

j. Insured’s sex and date of birth.

SECTION 2280gm. 153.50 (1) (b) 2. of the statutes is created to read:

153.50 (1) (b) 2. “Patient—identifiable data”, for information submitted by
health care providers who are not hospitals or ambulatory surgery centers, means
all of the following data elements: |

a. Data elements specified in subd. 1. a. to g.

b. Whether the patient’s condition is related to employment, and occurrence
and place of an auto accident or other accident.

c. Date of first symptom of current illness, of current injury or of current
pregnancy.

d. First date of patient’s same or similar illness, if any.

e. Dates that the patient has been unable to work in his or her current
occupation.

| f. Dates of receipt by patient of medical service.

g. The patient’s city, town or village.

SECTION 2280h. 153.50 (2) of the statutes is repealed.

SECTION 2280i. 153.50 (3) (b) 7. of the statutes is created to read:

153.50 (8) (b) 7. The patient’s account number, after use only as verification of
data by the department.

SECTION 2280j. 153.50 (3) (c) of the statutes is created to read:

153.50 (3) (¢) Develop, for use by purchasers of data under this chapter, a data

use agreement that specifies data use restrictions, appropriate uses of data and
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penalties for misuse of data, and notify prospective and current purchasers of data
of the appropriate uses.

SEcTION 2280k. 153.50 (3) (d) of the statutes is created to read:

153.50 (8) (d) Require that a purchaser of data under this chapter sign and have
nolarized the data use égreement of the department specified in par. (c).

SECTION 2280km. 153.50 (3m) of the statutes is created to read:

153.50 (3m) HEALTHCARE PROVIDER MEASURES TO ENSURE PATIENT IDENTITY
PROTECTION. A health care provider that is not a hospital or ambulatory surgery
center shall, before submitting information required by the department under this
chapter, convert to a payer category code as specified by the department any names
of an insured’s payer or other insured’s payer.

SEcTION 2280kp. 158.50 (4) (intro.) of the statutes is renumbered 153.50 (4)

(a) (intro.) and amended to read:

153.50 (4) (a) (intro.) Under Except as specified in par (b), under the
procedures specified in sub. (5), release of patient-identifiable data may be made
only to any of the following:

SECTION 2280kq. 153.50 (4) (a) of the statutes is repealed.

SECTION 2280kr. 153.50 (4) (b) to(e) éf the statutes are renumbered 153.50 (4)
(a) 1. to 4.

SECTION 2280ks. 153.50 (4) (b) of the statutes is created to read:

153.50 (4) (b) Of information submitted by health care providers that are not
hospitals or ambulatory surgery centers, patient—identifiable data that contains a
patient’s date of birth may be released under this subsection only under
circumstances as specified by rule by the department.

| SECTION 2280ku. 153.50 (5) (a) (intro.) of the statutes is amended to read:
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153.50 (5) (a) (intro.) The department may not release or provide access to
patient—identifiable data to a person authorized under sub. (4) (a);Le){d)-orte)
unless the authorized person requests the department, in writing, to release the
patient—identifiable data. The request shall include all of the following:

SEcTION 2280kv. 153.50 (5) (a) 8. of the statutes is amended to read:

153.50 (5) (a) 3. For a person who is authorized under sub. (4) (a)-{e}-ex(d) to
receive or have access to patient—identifiable data, evidence, in writing, that
indicates that authorization.

SECTION 2280kw. 153.50 (5) (a) 4. (intro.) of the statutes is amended to read:

153.50 (5) (é) 4. (intro.) For an entity that is authorized under sub. (4) () (a)
4, to receive or have access to patient-identifiable data, evidence, in writing, of all
of the following:

SECTION 2280kx. 153.50 (5) (b) 3. of the statutes is amended to read:

153.50 (5) (b) 3. For a person who believes that he or she is authorized under

sub. (4) (), the action provided under s. 19.37.”.

4. Page 1170, line 22: after that line insert:

“SECTION 2280p. 153.50 (6) of the statutes is renumbered 153.50 (6) (a).

SECTION 2280q. 153.50 (8) (b), (c), (d) and (e) of the statutes are created to read:

153.50 (6) (b) The department may not require under this chaptera health care
provider that is a hospital or ambulatory surgery center to submit uniform patient
billing forms.

(¢) A health care provider that is not a hospital or ambulatory surgery center

may not submit any of the following to the department under the requirements of

this chapter:
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1. The data elements specified under sub. (3) (b).

2. The patient’s telephone number.

3. The insured’s employer’s name or school name.

4. Data regarding insureds other than the patient, other than the name of the
insured’s payer or other insured’s payer.

5. The patient’s employer’s name or school name.

6. The patient’s relationship to the insured.

7. The insured’s identification number.

8. The insured’s policy or group number.

9. The insured’s date of birth or sex.

10. The patient’s marital, employment or student status.

(d) Ifa health care provider that is not a hospital or ambulatory surgery center
submits a data element that is specified in par. (c¢) 1. to 10., the department shall
immediately return this information to the health care provider or, if discovered
later, shall remove and destroy the information.

(e) A health care provider may not submit information that uses any of the
following as a patient account number:

1. The patient’s social security number or any substantial portion of the
patient’s social security number.

9. A number that is related to another patient identifying number.

SECTION 2280r. 153.55 of the statutes is amended to read:

153.55 Protection of health-eare-provider confidentiality. Health-care
provider—identifiable—data Data obtained under this chapter is not subject to

inspection, copying or receipt under s. 19.35 ..
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B. Page 1172, line 14: after that line insert:

“SECTION 2283g. 153.67 of the statutes is created to read:

153.67 Privacy institutional review board. The privacy institutional
review board shall review any request under s. 153.45 (1) (c) for data elements other
than those available for public use data files under s. 153.45 (1) (b). Unless the
privacy institutional review board approves such a request, the data elements
requested may not be released.

SECTION 2283h. 153.76 of the statutes is created to read:

158.76 Rule-making by the privacy institutional review board.
Notwithstanding s. 15.01 (1r), the privacy institutional review board may
promulgate oﬁly those rules that are first reviewed and approved by the board on
health care information.

SEcTION 2283k. 153.90 (1) of the statutes is amended to read:

153.90 (1) Whoever intentionally violates s. 153.45 (5) or 153.50 or rules
promulgated under s. 153.75 (1) (a) may be fined not more than $10,000 $15.000 or

imprisoned for not more than 9-menths one year or both.”.

6. Page 1526, line 5: after that line insert:

“12x) INITIAL APPOINTMENTS OF PRIVACY- INSTITUTIONAL REVIEW BOARD.
Notwithstanding the length of terms specified in section 15.195 (9) (intro.) of the
statutes, as created by this act, the initial members of the privacy institutional
review board shall be appointed by the first day of the 4th month beginning after the
effective date of this subsection for the following terms:

(a) The purchaser of health care, for a term expiring on May 1, 2001.
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(b) The medical ethicist and the privacy expert, for terms expiring on May 1,
2003.
(¢) The statistician or researcher, for a term expiring on May 1, 2005.”.

(END)



